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Attachments:
C4-188518 Definition of Authentication data
1. Overall Description:

CT4 has agreed the attached CR to TS29.505 that allows the UDM to obtain authentication data from the UDR over the Nudr SBI.
As the data is most likely considered sensitive, the CR suggests that a number of attributes (K, OP, OPc, TOP, TOPc, c1…c5 and r1…r5) to be individually encrypted over the Nudr in addition to any transport level protection (e.g. TLS).
There is currently no encryption mechanism defined for attribute-level encryption on the Nudr interface and thus such mechanism is required to be defined as well in order to allow interoperability of encrypted data across the Nudr SBI.
2. Actions:

To SA3 group.

ACTION: 
CT4 kindly asks the SA3 group to:
1. 
Confirm that the attributes related to authentication when signalled over the Nudr SBI as proposed in the attached CR, require encryption and/or advice on what (if any) should be protected.

2.
If needed, define or advice CT4 what protection mechanism to be used for the above mentioned attributes of the Nudr SBI for Release 15.
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